Digital Citizenship

Digital Security & Privacy
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Course Information

® |nstructor: Jacqueline Quist
e Email: jsquist25@gmail.com

e Method of Instruction: Nearpod and Teams
Meeting
© To login to Nearpod use the app or go to
Jjoin.nearpod.com and enter the code above

e Pass/Fail
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Why Is Digital Security Important?

e Protect:
°© Your information
© The school's Information
o Student information (and comply with FERPA)

e Keep you and your students safe
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What do you think of?

When you hear the words "Digital Security and Privacy"

s lnstructions 5 704 =

Kate Deavers i af Francisco Gracia A =% Jordan

Making any profiles "private” ® Protecting your private ee B My personal data being
information protected or hacked!

Mandy Grage P o o B8 Donna Miller

. y . : Kate Deavers | ; : -
Keeping information private. G B All information is private..

Security B Having firewalls and other
modes of protection o

school browsers

Digital Citizenship ans  Nynearpod



whatis SOocial Engineering?

Video

What is Social Engineering in Cyber Security? Explained
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Circle at least one part of this email that identifies it as a social engineering attack.

. From: Best Buy <BestBuyinfo® fashionlab.c om. ua> Hide
Alnstructions MRl oL

Date: Deceambers 20, 2013 110608 AM MST
To: dave

Reply-To: Best Buy <BestBuyinio@fashionlab com uas

kby Bawy Buy 1D 002024460
Rawa=l caAdcaiois) Avaiabw

WEEKLY DEALS

Twe Compuisrs & Tabisis Call Pharss s Aregnl LS e @ E C i Wodeo Garsss Al

Siradam,

e et

Your order BRY-4583014.)14 has not boen delivered because the specifiod addrness was not comect
Plaasa Ml his Iofm and s&nd 11 Dack with your reply 10 s Message

H wa 0o ROl recelve youl reply within a woak we will pay your monéy back less 17 bacauss youl Order was resarved o he Hrme of
Christmas holidays A —

Beal Duw TEDY Pann Averus South Moreid W 40504 -TELE
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Circle at least one part of this email that identifies it as a social engineering attack.

2 Instructions

Your account is pending cancellation within 28 howrs,
S —

Yahoo - McAfee

Subscription Expired

Your antivirus subscription for the data protection
service expires today.

Product: antivirus Total Protection
Email: johndoe@yahoo.com
Username: johndoe
Renewal Discount: 0%
jehndoe
As a result attempted to contact your account multiple times with

warnings and alerts, but we have not received any responze from you..

You are now unprotected against cyber attacks and hackers. For your safety

39‘03“?‘@...
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Circle at least one part of this email that identifies it as a social engineering attack.

” Instructions

amazon Refund Notification

Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
information ‘.

REF CODE:2550CGE

You are required to provide us a valid billing address

Click Here to Update Your Address

After your information has been validated you should get your refund within 3
business days
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Circle at least one part of this email that identifies it as a social engineering attack.

Fa it (s [s -l rom: Facebook™ (notification@newlwurygood.com)
R e e

To:  Johndoe@yahoo.com

Date: Sunday, September 15, 2024 at 03:35 PM MOT

For your security we disabled links in this email. If you believe it is safe to use, mark this message as not spam.

I -This message was sent from a trusted sender. The Facebook Team
B e e e A o g

n Facebook

Hi johndoe
S

A user just logged into your Facebook account from a new device iphone 13 pro max. We are sending you this email to
verify it's really you

Report the user Yes, me

Thanks,
The Facebook Team

k@ﬁg’ﬂ'—}@---
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What is one question you have about social engineering?

A lnstructions 00 O A T T et N e : Ay ot oig P . L, o e -

Donna Miller

Gaining access to your
ducational 8l rivate data. You are a winner!
platforms” but when you look 8 from me and .
at the email it is a random o 2 8 information when | haven't
name and GMAIL account ; S— nvebsi even ordered any packages.

Mandy Grage

| get text messages that look
like they could be from a
place | might order from. For
example Amazon

needs to talk to me and
would like to through cell
phone and aski cell
phone number
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Time to Climb

Time To Climb
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